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DETAILED ACTION 

1. Claims 1-23 have been examined. Claims 1, and 13 are the independent 
claims. The priority date recognized for this application is 08/20/2003. 

Information Disclosure Statement 

2. The Office acknowledges receipt of the Information Disclosure Statement 
filed on 11/10/2003. It has been placed in the application file and the information 
referred to therein has been considered by the examiner. 

Oath/Declaration 

3. The Office acknowledges receipt of a properly signed oath/declaration 
filed on 08/20/2003. 

Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 

U.S.C. 102 that form the basis for the rejections under this section made in this 

Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in 
public use or on sale in this country, more than one year prior to the date of application for patent in 
the United States. 

5. Claims 1-23 are rejected under 35 U.S.C. 102(b) as being anticipated by 
Fuh et al. US 6,324,683 B1 (hereinafter Fuh). 
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Claim 1: 

Fuh discloses a system (see for example FIG. 14, and related text) for debugging 
a computer application that employs rights-managed (RM) content, the 
application normally being instantiated in an isolated process with a trusted 
component for performing RM services for the application including ensuring that 
a debugger is not monitoring the isolated process, the system comprising: 

a first, non-isolated process having the application and a shell version of 
the trusted component (see for example FIG. 2, items 194, 181,183, and related 
text), such shell version of the trusted component receiving each request by the 
application for RM services, the first process for being monitored by the 
debugger and the shell version of the trusted component in the first process 
being unconcerned whether the debugger is monitoring the first process (see for 
example FIG. 2, "SQL-request", and related text); and 

a second, isolated process separate from the first process and having a 
debugging version of the trusted component (see for example FIG. 1 , and related 
text), the shell version of the trusted component in the first process forwarding 
the received request to the debugging version of the trusted component in the 
second process, such debugging version of the trusted component in the second 
process acting upon the request from the application in the first process, the 
debugging version of the trusted component in the second process also ensuring 
that the debugger is not monitoring the second process, the debugging version of 
the trusted component in the second process being unconcerned whether the 



Application/Control Number: 10/644,359 Page 4 

Art Unit: 2192 

debugger is monitoring the first process (see for example FIG. 4, "Debug 
Engine", and related text), 

whereby the debugger may monitor the application and the first process 
even as the application and first process are employing the RM content (see for 
example column 16, lines 27-43, "monitor and control application program", FIG. 
4, item 41 1 , and related text). 
Claim 2: 

Fuh further discloses the system of claim 1 wherein the debugging version of the 
trusted component in the second process based on the acted-upon request 
returns appropriate data, if any, back to the application in the first process by way 
of the shell version of the trusted component in such first process (see for 
example FIG. 5, and related text). 
Claim 3: 

Fuh further discloses the system of claim 1 further comprising the debugger 
monitoring the first process and the application thereof (see for example column 
16, lines 27-43, "monitor and control application program", FIG. 4, item 41 1, and 
related text). 
Claim 4: 

Fuh further discloses the system of claim 1 wherein the application in the first 
process includes an executable and the debugging version of the trusted 
component in the second process includes a library of services available to the 
executable corresponding to the application (see for example column 15, lines 
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44-54, "libraries"). 
Claim 5: 

Fuh further discloses the system of claim 1 wherein the debugging version of the 
trusted component in the second process is a library and the second process 
requires an executable, and wherein the second process further has a shell 
executable (see for example column 16, lines 28-43, "PDDA debugger"). 
Claim 6: 

Fuh further discloses the system of claim 5 wherein the shell executable includes 
no substantial functionality (see for example column 12, lines 59-67, "shell 
command for invoking the "xldb" debugger"). 
Claim 7: 

Fuh further discloses the system of claim 1 wherein the shell version of the 
trusted component in the first process includes no substantial functionality (see 
for example column 12, lines 59-67, "shell command for invoking the "xldb" 
debugger"). 
Claim 8: 

Fuh further discloses the system of claim 1 further comprising a debugging 
manifest corresponding to the debugging version of the trusted component in the 
second process, the debugging manifest including information therein relevant to 
the debugging version of the trusted component and the second process, the 
debugging version of the trusted component during operation thereof referring to 
the debugging manifest for the information therein (see for example column 9, 
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lines 35-43, "debugging macro"). 
Claim 9: 

Fuh further discloses the system of claim 8 wherein the information in the 
debugging manifest is selected from a group consisting of a description of an 
environment of the second process, a digital signature with a verifying certificate 
chain, keys that are to be employed to verify constituent elements of the second 
process, procedures to be followed by the debugging version of the trusted 
component, and combinations thereof (see for example column 9, lines 35-43, 
"debugging macro"). 
Claim 10: 

Fuh further discloses the system of claim 8 wherein the information in the 
debugging manifest restricts the debugging version of the trusted component in 
the second process to allowing the application to employ debug RM content only 
and not normal RM content (see for example column 22, lines 51-58). 
Claim 11: 

Fuh further discloses the system of claim 10 wherein debug RM content has a 
digital signature associated therewith from a debug RM server and normal RM 
content does not have such a digital signature associated therewith from a debug 
RM server (see for example (see for example column 15, lines 30-44, 
"signature"). 
Claim 12: 

Fuh further discloses the system of claim 10 wherein debug RM content has a 
digital signature associated therewith that derives from a debug root key and 
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normal RM content does not have such a digital signature associated therewith 
that derives from a debug root key (see for example column 46, lines 46-5). 
Claim 13: 

Fuh discloses a method for debugging a computer application that employs 
rights-managed (RM) content, the application normally being instantiated in an 
isolated process with a trusted component for performing RM services for the 
application including ensuring that a debugger is not monitoring the isolated 
process, the method comprising (see for example FIGs. 2, 3, and related text): 

the application and a shell version of the trusted component being 
instantiated in a first, non-isolated process (see for example FIG. 2, items 194, 
181, 183, and related text), the first process for being monitored by the debugger 
and the shell version of the trusted component in the first process being 
unconcerned whether the debugger is monitoring the first process (see for 
example FIG. 2, "SQL-request", and related text); 

a debugging version of the trusted component being instantiated in a 
second, isolated process (see for example FIG. 1, and related text), the 
debugging version of the trusted component in the second process ensuring that 
the debugger is not monitoring the second process, the debugging version of the 
trusted component in the second process being unconcerned whether the 
debugger is monitoring the first process (see for example FIG. 4, "Debug 
Engine", and related text), 

the application in the first process receiving a request to render RM 
content and in turn requesting the shell version of the trusted component to 



Application/Control Number: 10/644,359 Page 8 

Art Unit: 2192 

assist in decrypting and rendering the content (see for example FIG. 12, step 
495, and related text); 

the shell version of the trusted component in the first process forwarding 
the request to the debugging version of the trusted component in the second 
process (see for example FIG. 2, "SQL-request", and related text; 

the debugging version of the trusted component in the second process 
determining that the RM content is allowed to be rendered (see for example FIG. 
12, step 495, and related text); and 

the debugging version of the trusted component in the second process 
decrypting the RM content and returning same to the application in the first 
process for rendering thereby (see for example FIG. 12, step 495, and related 
text), 

whereby the debugger may monitor the application and the first process 
even as the application and first process are employing the RM content (see for 
example column 16, lines 27-43, "monitor and control application program", FIG. 
4, item 41 1 , and related text). 
Claim 14: 

Fuh further discloses the method of claim 1 3 wherein the debugging version of 
the trusted component in the second process determining that the RM content is 
allowed to be rendered comprises the debugging version of the trusted 
component determining that the RM content is allowed to be rendered based on 
a license corresponding thereto (see for example column 27, lines 52-63). 
Claim 15: 
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Fuh further discloses the method of claim 1 3 wherein the debugging version of 
the trusted component and a debugging manifest corresponding to the 
debugging version of the trusted component are instantiated in the second, 
isolated process, the debugging manifest including information therein relevant to 
the debugging version of the trusted component and the second process, and 
wherein the debugging version of the trusted component in the second process 
determining that the RM content is allowed to be rendered comprises the 
debugging version of the trusted component determining that the RM content is 
allowed to be rendered based on the information in the debugging manifest (see 
for example column 9, lines 35-43, "debugging macro"). 
Claim 16: 

Fuh further discloses the method of claim 15 wherein the information in the 
debugging manifest restricts the debugging version of the trusted component in 
the second process to allowing the application to employ debug RM content only 
and not normal RM content. 
Claim 17: 

Fuh further discloses the method of claim 16 wherein debug RM content has a 
digital signature associated therewith from a debug RM server and normal RM 
content does not have such a digital signature associated therewith from a debug 
RM server (see for example column 15, lines 30-44, "signature"). 
Claim 18: 

Fuh further discloses the method of claim 16 wherein debug RM content has a 
digital signature associated therewith that derives from a debug root key and 
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normal RM content does not have such a digital signature associated therewith 
that derives from a debug root key (see for example column 15, lines 30-44, 
"signature"). * 
Claim 19: 

Fuh further discloses the method of claim 1 3 wherein the debugging version of 
the trusted component in the second process returns the decrypted RM content 
to the application in the first process by way of the shell version of the trusted 
component in such first process (see for example column 12, lines 59-67, "shell 
command for invoking the ""xldb" debugger"). 
Claim 20: 

Fuh further discloses the method of claim 13 further comprising the debugger 
monitoring the first process and the application thereof (see for example column 
16, lines 27-43, "monitor and control application program", FIG. 4, item 411, and 
related text).. 
Claim 21: 

Fuh further discloses the method of claim 13 wherein the debugging version of 
the trusted component in the second process is a library and the second process 
requires an executable, and wherein the debugging version of the trusted 
component and a shell executable are instantiated in the second, isolated 
process (see for example column 15, lines 44-54, "libraries"). 
Claim 22: 

Fuh further discloses the method of claim 21 comprising instantiating the shell 
executable with no substantial functionality (see for example column 12, lines 59- 
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67, "shell command for invoking the ""xldb" debugger"). 
Claim 23: 

Fuh further discloses the method of claim 13 comprising instantiating the shell 
version of the trusted component in the first process with no substantial 
functionality (see for example column 12, lines 59-67, "shell command for 
invoking the ""xldb" debugger"). 

Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

7. Any inquiry concerning this communication or earlier communications from 
the examiner should be directed to Andrew Y. Chou whose telephone number is 
(571) 272-6829. The examiner can normally be reached on Monday-Friday, 8:00 
am - 4:30 pm. If attempts to reach the examiner by telephone are unsuccessful, 
the examiner's supervisor, Tuan Q. Dam, can be reached on (571) 272-3695. 

The fax phone number for the organization where this application or 
proceeding is assigned is (571) 273 8300. 

Any inquiry of a general nature of relating to the status of this application 
or proceeding should be directed tot eh TC 2100 Group receptionist whose 
telephone number is (571) 272 2100. 

Information regarding the status of an application may be obtained from 
the Patent Application Information Retrieval (PAIR) system. Status information 
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for published applications may be obtained from either Private PAIR or Public 
PAIR. Status information for unpublished applications is available through Private 
PAIR only. For more information about the PAIR system, see http://pair- 
direct.uspto.gov . Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll 
free). 
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